
SESSION 5

VERIFYING THE 
INFORMATION



THIS SESSION

1. The importance of verification

2. Closer scrutiny of verification of documentary materials 
and testimony

3. Verifying social media, digital photographs, videos, etc

4. Verification activity



VERIFYING INFORMATION COLLECTED

Verification = is the information 
gathered about a particular incident 

credible and reliable? 

• If not considered so, info will not 
be given as much importance as it 
deserves.  

• Consider requirements for 
evidence and high-quality 
information. 

Verifying information is necessary 
before sharing information, but not 

always possible: assess risk. 

• Circumstances may not allow 
verification.

• Corroborating every detail may not 
be possible. 

• Information to corroborate is not 
accessible (medical or police 
reports, other witnesses or 
locations). 



IMPORTANT 
CONSIDERATIONS 
FOR 
DOCUMENTERS 
WHEN ASSESSING 
INFORMATION

• Whether the source is reliable

• Whether the information is 
• credible 
• consistent and 
• coherent with the broader context



WHAT DO JUDGES – ACROSS LEGAL SYSTEMS  –
LOOK FOR?

Origin Content Corroboration

Truthfulness Voluntariness Reliability



Example: how 
to assess 
reliability of a 
person?

Consider: 

• Direct witness or victim, or received information 
from third party?

• Motives for sharing information? Hidden motives? 

• Account consistent and coherent with broader 
context? 

• Detailed and clear? 

• Naturally-flowing narrative, or recited and 
controlled? ≠ chronological or orderly. 

• How do they behave when communicating? 

• Do other witnesses, victims, stakeholders have 
similar accounts? Do they describe the same facts? 

• Corroboration from family, friends, neighbours: 
only proceed with such verification if safe. Only 
non-confidential information can be 
corroborated, with source’s prior informed 
consent. 



Example: how 
to assess 
reliability of 
testimonial 
information?

• Two key questions: 
• Is the person reliable as a source of information? 
• Is the information they provide credible, consistent, 

and accurate? 

• Verify through corroboration, and support by 
documentary or physical evidence. 

• Consider: 
• Multiple consistent narratives: multiple narratives of 

the same event, from people all being interviewed 
separately, unprompted, and without specific 
knowledge of what other persons interviewed have 
said. 
• Requires as many corroborating narratives as 

possible (protest ≠ sexual violence).
• Level of detail: high level of detail is hard to invent. 

• Details may be missing from inaccurate 
information. 

• Careful: survivors of trauma and vulnerable 
individuals may be unable to remember details. 
Memory can also be unreliable and unrealistic: 
consider the state of mind of the interviewee. 



Example: 
how to 
assess 
authenticity 
of a 
document?

• Documentary information needs to be authentic to be 
considered. 

• Authenticity = of undisputed origin, in its original form, 
and genuine.

• To rely on documentary information, you must establish 
its source. 

• To establish the source, identify: the author, the 
author’s organisation, the ultimate source of the 
information that the author relies on. 

• To authenticate, determine: what was produced;; when 
and where was it produced; by whom; and for what 
purpose.

• To ensure original form: restrict access and transfers of 
information, store securely, and keep a log of who had 
access and why. 

• See ICC Guidance on Authentication in Manual.  



FINDING OUT BASIC DATA 
ABOUT A SOFT COPY OF A  
DOCUMENT
Check the 'Properties' in MS Word or Acrobat, 
but the creator may have removed data



VERIFYING 
PHYSICAL 
DOCUMENTS

• Check for obvious mistakes

• Check for spelling mistakes and 
inconsistencies

• Look at whether the page numbers and 
headers flow correctly

• Look out for strange formatting or text 
that’s more blurry than the rest

• Check documents against an official 
database or some other benchmark

• Use computer software to help check PDFs





The analysts examined the document 
and found that almost all of the text 
had been pasted over an old invoice. 
The only original parts of the 
document were the American 
company’s name and logo at the top, 
and the company president’s name 
and signature at the bottom. The text 
of the original invoice could be seen 
– it had been issued from the 
American company to the 
Vietnamese company in 2012.



PDF FILES ARE 
SAFE.

Adobe Document Reader can be used to 
manipulate PDF files.

A document created in Word and saved 
in PDF can be manipulated by being 
saved by a recipient in Word.

Can manipulate a PDF by using Google 
Drive and Google Docs.

Acrobat DC can be used to manipulate a 
PDF.

REALLY?



SOCIAL MEDIA

WHO AMONG YOU HAS RECEIVED 
VIDEOS OR PHOTOS ALLEGEDLY 

DEPICTING  RELIGIOUS VIOLENCE OVER 
THE LAST FEW DAYS?



Open Source Materials



HOW TO TELL 
FAKE 
NEWS  FROM 
REAL NEWS?

Google’s fact check tool:

https://toolbox.google.com/factcheck/explorer 

https://toolbox.google.com/factcheck/explorer


InVID-WeVerify verification plugin is one of the most 
powerful tools for spotting misinformation online. Works 
on Chrome and Edge browsers as an add in.









HOW TO 
VERIFY A 
DIGITAL 
PHOTO?





Social media providers automatically remove the metadata 
from images taken and sent within the App.  So how do you 
verify the image?



Reverse 
image 
searching

• Yandex – Russian company – very highly regarded by open source 
investigators

• Google Chrome browser plug in and Google images

• Microsoft Bing

• Baidu – Chinese company

• Metapicz  

• Jeffrey's Image Metadata Viewer 

• Metadata2Go

• Tin Eye

→ No need to go through all of them, INVID can do it.  See InVID
Verification Plugin - InVID project (invid-project.eu)

https://yandex.com/
https://www.baidu.com/?a=1
http://metapicz.com/
http://exif.regex.info/exif.cgi
https://www.metadata2go.com/
https://tineye.com/
https://www.invid-project.eu/tools-and-services/invid-verification-plugin/
https://www.invid-project.eu/tools-and-services/invid-verification-plugin/




HOW TO 
VERIFY 
VIDEOS?

We are going to watch two short videos:

How investigators spotcheck facts in 
Ukraine  [5.35 mins]

How to verify viral social media videos 
[3.39 mins]

https://afsonline-my.sharepoint.com/personal/suzannahl_africaservices_org/_layouts/15/viewer.aspx?sourcedoc=08877b98-0ba8-4fb8-83c5-0a0376ff778d&referrer=PowerPoint.Win32&referrerScenario=TitleHyperlink-Playback.mis.DEF3AC90-A9DF-4EE3-8D89-F6AE5006536D
https://afsonline-my.sharepoint.com/personal/suzannahl_africaservices_org/_layouts/15/viewer.aspx?sourcedoc=08877b98-0ba8-4fb8-83c5-0a0376ff778d&referrer=PowerPoint.Win32&referrerScenario=TitleHyperlink-Playback.mis.DEF3AC90-A9DF-4EE3-8D89-F6AE5006536D
https://afsonline-my.sharepoint.com/personal/suzannahl_africaservices_org/Documents/Documents/Training/Training%20using%20the%20Protocol/Nigeria%20Documentation%20Training/Nigeria%20Training%20on%20Documentation%20Protocol/SL%20presentation/videos%20for%20verification%20session/y2mate.is%20-%20How%20to%20verify%20viral%20social%20media%20videos-e91IGj_apsY-720p-1692001052.mp4




WHAT ARE YOUR THOUGHTS 
ABOUT THIS?





WHAT ARE YOUR THOUGHTS 
ABOUT THIS?



A FEW MORE TIPS



WolframAlpha 
can check weather 
on a particular day 
to help interrogate 
or establish  dates 
and times



Photos and videos taken 
outdoors often have 

shadows. SunCalc can 
check the position of 
the sun at a location and 
see what the shadows 
would have been at a 
particular time of day.  
Can corroborate 
information from the 
ground.



Finding geolocation of a building
Possibilities:

• Do a Google images search on something distinctive

• Do a reverse image search on something distinctive using Yandex

• Check against Google Earth pRO

• Google maps, Bing maps

• Street views

• Yandex maps can show traffic flows

• Wikimapia (non commercial)

• Mapillary (non commercial)



ACTIVITY

WARNING: GRAPHIC CONTENT



Zelevet video verification [Cameroon]

[10:50 mins followed by 10 mins discussion]





Somalia video verification 

[1.46 mins followed by 5 mins discussion]
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